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Digital Watchdog® is a leading manufacturer of security and surveillance solutions, offering stunning image quality, advanced hardware capabilities, reliable customer support and lowest total cost of deployment to the analog & IP megapixel surveillance markets. Located in Cerritos, CA with manufacturing facilities in Seoul, Korea, Digital Watchdog® is committed to delivering powerful security solutions to its customers worldwide.
For additional information, contact: 

Digital Watchdog®

16220 Bloomfield Avenue, 

Cerritos, California 90703 USA


Phone: +1 888 446-3593


Web: www.digital-watchdog.com


E-mail: dw-tech@digital-watchdog.com
Blackjack® Rack™ SERVER

DIVISION 28 – ELECTRONIC SAFETY AND SECURITY (MasterFormat 2016)

28 05 00 
Common Work Results

28 05 19 
Storage Appliances for Electronic Safety and Security

28 05 19.15
Network Video Recorders

Notes to Specifier:

1.  Where several alternative parameters or specifications exist, or where, the specifier has the option of inserting text, such choices are presented in <bold text>.
2.  Explanatory notes and comments are presented in colored text.

3. CSI MasterFormat 2016 incorporates numerous significant changes affecting electronic safety and security. This document is written to provide flexibility in using either format, although adoption of MasterFormat 2016 is encouraged. The following is a guide to the MasterFormat numbers relevant to the product referenced in this specification.

4. MasterFormat 2014 Specification Category: 28 23 00- Video Surveillance

Blackjack® Rack™ Server
PART 1   GENERAL

1.01 SUMMARY

A.  Section includes a rack mounted network video recorder with embedded IP VMS. 
B. Product - A 19” rack mount network video recording system with embedded video management software, providing available storage up to 192 TB at a data transfer rate of up to 600 Mbps, with 30 fps frame rates.
C. Related Requirements

1. 27 11 16 – Communications Cabinets, Racks, Frames, and Enclosures

2. 27 15 01.13 – Video Surveillance Communications Conductors and Cables

3. 28 05 03 - Safety and Security Network Communications Equipment 

4. 28 05 15 - Servers for Electronic Safety and Security

5. 28 05 17 - Workstations for Electronic Safety and Security

6. 28 06 20 - Schedules for Video Surveillance

7. 28 20 00 - Video Surveillance 

1.02 REFERENCES
A. Abbreviations
1. CPU – Central Processing Unit

2. fps - frames per second
3. HTTP - Hypertext Transfer Protocol
4. IP - Internet Protocol
5. JPEG - Joint Photographic Experts Group
6. MAC – Media Access Control
7. MJPEG - Motion JPEG
8. MPEG - Moving Pictures Experts Group
9. NVR – Network Video Recorder
10. PTZ – Pan, Tilt, and Zoom
11. RADASS – Resolution and Algorithmic Data Adaptive Scaling System

12. RTP - Real-Time Transport Protocol
13. RTSP - Real-Time Streaming Protocol
14. SSD – Solid State Drive
15. TB - Terabyte
16. UI –User Interface
17. VMS - Video Management System
B. Definitions
1. E-mapping – Images that can be used as a background in client software to show server and camera placement at a site.

2. Media Server – A server/controller for cameras and network connections including client connections and camera stream encoding to hard disks. A Server may function as a Media Server.
3. Motion sensitivity – Degree of pixelization change in a selected area of the video scene required to trigger a recording or alarm.
C. Reference Standards
1. Network

a. IEEE - 802.3 Ethernet Standards

2. Video

a. ISO / IEC 14496 – MPEG-4

1) ISO / IEC 14496–10, MPEG-4 Part 10 ( ITU H.264)

b. ISO / IEC 10918 – JPEG 
c. ONVIF – Profile S
1.03 SUBMITTALS
A. Product Data
1. Manufacturer’s printed or electronic data sheets
2. Manufacturer’s installation and operation manuals
3. Warranty documentation

1.04 QUALIFICATIONS
A. Manufacturer shall have a minimum of five years’ experience in producing IP video equipment and software.
B. Installers shall be trained and authorized by the Manufacturer to install, integrate, test, and commission the video system.
1.05 LICENSE AND SUPPORT
A. Licenses issued by the Manufacturer for camera recording shall not expire for the life of the camera. 
B. The product shall include eight (8) user licenses.

1.06 WARRANTY
A. The product shall carry a five (5) year warranty with on-site, Next Business Day**, Keep Your Hard Drive warranty to ensure peace of mind. (** after remote diagnosis).
END OF SECTION

PART 2  PRODUCTS
2.01 EQUIPMENT

A. Manufacturer: 
Digital Watchdog, Inc.




16220 Bloomfield Avenue. Cerritos,

California USA 90703 USA




Phone: (866) 446-3595




Web: www.digital-watchdog.com




E-mail:  dw-tech@digital-watchdog.com
B. Model: DW-BJRR2PxxT

Digital Watchdog model differences:


DW-BJRR2P64T - 64TB internal storage, 46TB usable storage, RAID5


DW-BJRR2P80T - 80TB internal storage, 64TB usable storage, RAID5


DW-BJRR2P96T - 96TB internal storage, 80TB usable storage, RAID5


DW-BJRR2P112T - 112TB internal storage, 96TB usable storage, RAID5


DW-BJRR2P128T - 128TB internal storage, 112TB usable storage, RAID5


DW-BJRR2P144T - 144TB internal storage, 128TB usable storage, RAID5


DW-BJRR2P160T - 160TB internal storage, 144TB usable storage, RAID5


DW-BJRR2P176T - 176TB internal storage, 160TB usable storage, RAID5


DW-BJRR2P192T - 192TB internal storage, 176TB usable storage, RAID5

* For Linux OS models, add LX at the end of the part number. 

* For Windows Server OS models, add S at the end of the part number.

A. Alternates: 

None

2.02 NETWORK VIDEO RECORDER

A. The Network Video Recorder (“NVR”) shall be a 19” 2U rackmount video recording system and IP Video Management System Media Server.
B. Performance

1. The NVR shall be able to record dual video streams at an aggregate data rate of 600 Mbps.
2. Resolution:


HD 1080p

3. Number of remote clients:
unlimited

C. Network Connections: 

Dual Gigabit Ethernet (RJ-45)

Operating System: 





Digital Watchdog model differences:


DW-BJRR2PxxT
Windows® 10 OS


DW-BJRR2PxxTLX
Linux® Ubuntu® OS


DW-BJRR2PxxTS
Windows Server® OS

1. Dedicated Storage:

2 x 240GB NVMe SSD (RAID1)
D. Hardware

1. Storage:

up to raw 192 TB 
a. Number of Drives:

12x 3.5” SATA HDD
2. Processor:  


Dual Intel® Xeon® Silver processor
3. Memory: 


32GB (4x 8GB)
4. Power Supply:


Dual 750 W redundant
5. Video:

a. Graphics card

Nvidia Quadro P400 GPU
b. Interfaces:


3 x mini DisplayPort (1 x mini-DP to true HD adapter included)
6. Additional Interfaces

a. USB

7. Certification: 


UL listed, CE, FCC, ONVIF, NDAA/TAA

8. Operating Temperature: 
41o ~ 104o F (5o ~ 40o C) / 5~85% RH
9. Dimensions (L x W x H):
 
19” x 28.25” x 3.41” (482.6 x 717.55 x 86.61mm)
2.03 VIDEO MANAGEMENT SYSTEM SOFTWARE
A. The IP Video Management System (“IPVMS”) shall be a software package hosted on the NVR for comprehensive management of live and recorded video, and which supports multiple operating system platforms, mobile client applications, user customization, bandwidth control and scalability.
B. General Functionality - The IPVMS shall possess, as a minimum, the following characteristics:
1. Up to 600 Mbps throughput per server

2. No limitation on overall number of cameras supported by system
3. Server and camera configuration from a single window
4. Ability for a User to log in and view multiple sites-based user permissions and configuration

5. Seamless transition from live view to recording function

6. Customizable layout views
7. On screen PTZ control with programmable presets and tours 
8. Definition and display of regions of interest
9. Ability to search recorded video by frames involving motion, log entries, and thumbnail previews

10. IPVMS server and network health monitoring

11. E-mapping
12. Ability to export and review one day of video in one minute

C. Detailed Functions

1. Automatic discovery
a. Camera – The IPVMS shall provide a mechanism for automatic camera and server discovery.
1) Upon discovery, the IPVMS shall have the ability, if selected, to 
a) Add the device to the system if not previously added

b) Configure optimal image settings for the primary video stream from the device
2) The IPVMS shall provide for the manual addition of devices that cannot be automatically discovered.

b. Encoder – The IPVMS shall discover network-connected video encoders and display active channels on the encoder.

c. Digital video recorder – The IPVMS shall have the ability to discover digital video recorders connected to the network.
2. Device Management - The IPVMS shall provide for management of devices and system functionality, as follows:
a. Camera and encoder management

1) Full listing of all registered devices with associated properties

a) Device name

b) Manufacturer

c) Model

d) Firmware version

e) IP address

f) MAC address

g) Media server hosting the device

2) System configuration tools

a) Sort and filter device data

b) Select and open device

c) Rename device

d) View device history

e) Add device

f) Add video stream from device

g) Delete device

h) Export device list to file in HTML or CSV file format

i) Simultaneous multiple device configuration

3) Camera and encoder configuration
a) Device authentication

b) Image parameters:
brightness, contrast, saturation, hue

c) Audio recording for audio-equipped cameras
d) Aspect ratio

e) PTZ, including home position, presets and tours
f) Fish-eye camera properties, including dewarping
g) Recording schedule

h) Proprietary camera parameters

i) Secondary stream quality parameters

4) Recording parameters
a) Recording modes


i. Constant
ii. Record on motion

iii. Constant low quality, switching to high quality on motion

iv. Do not record

v. Min-max recording time
b) Recording quality

c) Frames per second

d) Schedule

i. Day of week

ii. Hour

5) Motion 
a) Support for both hardware (camera) and software motion detection
b) Definition of detection regions and regions exclude from detection (masks)
c) Sensitivity

3. Events and actions
a. The IPVMS shall support the following types of events and actions:
1) Events

a) Motion on camera

b) Camera disconnection/malfunction

i. A camera shall be considered disconnected if no signal has been received for more than 10 seconds.
c) Storage failure – The NVR is unable to write data to storage.
d) Network issue – no data transfer between camera and NVR, resulting in packet loss and subsequent frame drop
e) Camera IP address conflict

f) Camera alarm input signal
g) NVR failure

h) Media Server conflict – Multiple Media Servers or NVR’s attempt to manage a common camera
i) Licenses not configured

j) E-mail not set for Users

k) E-mail server not configured
l) E-mail sending error

m) Storage not configured

n) NVR started

2) Actions - The IPVMS shall support the creation of rules linking actions to events.

a) Visual Notifications 

i. Notifications shall be one of the following types: system messages indicating improper configuration, warnings of critical events, non-critical event notification.

ii. Additional information concerning a notification shall be available on the UI by hovering a mouse over the notification.

iii. Clicking on a notification shall initiate a corresponding action.

b) Visual Event Indication – The IPVMS shall allow the highlighting a specific object in a scene if too many cameras are opened, creating difficulty in locating a specific camera.

c) E-Mail Notifications – The IPVMS shall allow configuration of e-mail settings to support an e-mail notification function.
d) Start recording on camera upon camera motion or alarm input signal on camera.

e) Trigger camera output, configurable for duration of event or for a fixed time period.
i. There shall be a configurable auto-reset function for the output when a fixed time period has been selected for output duration.
f) Play sound

i. A library of sounds shall be available, which shall be capable of having sounds added, edited, or removed.

ii. Specific events may be configured to generate specific sounds.

g) Speak pre-configured text
h) Write to system log

i. The IPVMS shall be configurable to allow all events with rules to be written to the system log.

ii. The IPVMS shall allow configuration to allow only certain events to be written to the system log.

iii. Logged events shall include date and time of event, event source, action performed, recipient of the action, and optional descriptive text.

iv. Event logs shall be capable of being sorted, filtered, and searched.
4. Viewing Video
a. The IPVMS shall allow the viewing of live and recorded video streams through the web browser, Manufacturer client software and Manufacturer mobile applications.
1) Supported video streams shall include ONVIF Profile S, RTSP, and HTTP.
b. Resource management
1) In the event of insufficient bandwidth between client and Media Server, the IPVMS shall automatically adjust the video stream to lower resolution to conserve bandwidth.
2) In the event of insufficient processing power in the CPU of the client machine, the IPVMS shall automatically adjust the video stream to lower resolution reduce CPU load.
3) The IPVMS shall auto-pause live video during periods of inactivity to conserve bandwidth.

c. Layout management – Cameras, local videos, and images shall not be restricted in terms of location, size, or orientation.

1) The IPVMS shall support the construction of customized screen layouts.

2) Layouts shall support interchangeable backgrounds, including schematic maps and building layouts.

3) A layout’s appearance shall be capable of being altered via the following functions:

a) Zoom

b) Moving and swapping items

c) Resizing items

d) Fit-in view

e) Changing distance between items

f) Changing cell aspect ratio

4) The IPVMS shall allow the creation of up to 64 zoom windows for each camera.

a) Camera dewarping shall be employed to correct distortions in fisheye cameras 
5) Layouts shall be capable of being saved or locked to prevent accidental deletion.

6) The IPVMS shall support layouts with multiple windows spanning multiple monitors.

7) Layouts shall be capable of being assigned to specific users.

8) The IPVMS shall support camera dewarping on 360o and 180o fisheye cameras and presentation of 90o, 180o, and 360o views on the fly.

d. Video Recording

1) IPVMS shall allow for designation of the recorded video storage based on hard disk or network-based storage configuration.
2) The IPVMS shall be capable of dual stream recording of video from an IP camera with multi-stream capability.

3) The IPVMS shall provide capability for video recording in the following modes:

a) Instant

b) Constant

c) Upon motion or alarm event

d) Constant, low quality, switching to high quality on motion or alarm

e) Scheduled

f) Min-Max recording time per camera

i. A user shall have the ability to specify the minimum and maximum amount of days for which footage can be recorded from cameras, selectable by camera.
4) Quality and frames per second shall be configurable parameters for video recording.

5) The IPVMS shall provide pre-alarm recording functionality.

6) The IPVMS shall allow for recording of audio, when present

e. Video Playback

1) Users shall be able to seamlessly switch between live and archived video on a camera.
2) The following playback controls shall be available:

a) Fast forward

b) Fast forward up to 16x

c) Rewind

d) Fast rewind up to 16x

e) Frame by frame advance
f) Frame by frame reverse

g) Previous/next recorded fragment

h) Panning through a time line using mouse or keyboard shortcuts
3) Multiple cameras
a) The IPVMS shall allow users to navigate multiple cameras.

b) Multiple cameras displaying at the same time shall be capable of being synchronized.

4) Available search methods

a) Calendar

b) Motion-highlighted fragments

c) Thumbnail

d) Time stamp

5) The IPVMS shall allow playback of video files stored local to the Client machine.

a) Local media files shall be automatically indexed by the IPVMS.

f. Forensic Analysis

1) The IPVMS shall have the following features to support forensic analysis:
a) Full screen mode

b) Screen zoom

c) Image rotation

d) Fish-eye camera video and image dewarping

e) Image enhancement – gamma, black level, and white level

5. Export

a. The IPVMS shall allow single camera export in AVI, MKV, and executable EXE formats with time stamps.

b. The IPVMS shall allow the exporting of multiple video in a format supported by the IPVMS viewer or in a Windows-executable bundle.

1) All standard IPVMS features, including search, playback, and single camera video export shall be usable on a multiple video export.

c. The IPVMS shall provide watermarking for exported video.

d. Screenshot functionality shall be available for both cameras and local video files in PNG or JPG formats.
e. It shall be possible to create a screen recording from several displays with audio narration and various levels of video quality.
f. The IPVMS shall support export to the following sources:
1) On-board camera SD card
2) USB flash drive
3) USB HDD
6. User interface (UI) – The UI shall provide the following controls and features:
a. Main video display view, showing video from cameras or local files
b. Navigator bar at top of screen to include
1) NVR status and means to connect or disconnect
2) Window control
3) Screen recording button
4) Main menu providing 
a) Server connection

b) Local video file access

c) Layout control

d) Screen recording

e) System settings access

5) Tabs, representing different screen layouts

c. Playback panel for local stored videos and streams recorded from live video

d. Resource tree depicting all servers, cameras, local files, users, and available layouts

e. Notifications of system events

7. Failover

a. Multi-server environment – In the event of a NVR or Media Sever failure, when two or more Media Servers are configured in the system, the IPVMS shall provide for migration of camera support to an alternate Media Server and back to the original when restored.

b. Edge system – In the event of a storage failure in a camera’s SD card, the IPVMS shall allow that camera’s video to be temporarily recorded on another camera on the network.
c. No Single Point of Failure - All servers in a system shall continuously synchronize system configuration settings creating a reliable cluster of servers.
8. System level features shall include
a. Firmware upgrade
b. Remote system upgrade with no loss of existing files
c. Back up and restoration of system settings
d. Automatic system re-indexing upon interruption of storage connection
e. Reset to factory default
f. Set date, time, and NTP server synchronization
g. User access control – the IPVMS shall provide user roles as follows:
1) Administrator – full system control
2) Advanced Viewer - ability to implement configuration, search, view, and export functions as defined by Administrator

3) Viewer – Live and Playback and restricted to camera in assigned layouts
4) Live Viewer – Live View only with no playback and restricted to camera in assigned layouts

5) Custom - rights (up to Administrator) determined by Administrator  

h. Ability for system administrators to upgrade an entire system (all servers and clients in a system, regardless of operating system or device type) to a newer version
i. View and export camera settings
j. View system logs
2.04 MINIMUM CLIENT HARDWARE REQUIREMENTS
A. Client supported OS:

1. Windows: 
a. 7 Home
b. 7 Standard
c. 7 Pro
d. 7 Ultimate
e. 8/8.1 Standard
f. 8/ 8.1 Pro
g. 8.1 Enterprise
h. 10 Home/Pro/Enterprise. For Windows 10, recommend i5/i7 processors with 16GB RAM and video card with 4GB or higher RAM.

2. Windows Server:

a. 2008 R2

b. 2012
c. 2012 R2
d. 2016 v1607
3. Ubuntu LTS: 
a. 16.04
b. 18.04
c. 20.04
4. MAC OS X
a. 10.14: “Mojave”
b. 10.15 “Catalina”
B. PC, Linux OS or Mac

1. Processor:


Minimum: Intel® Core i3® 4th gen processor (or higher)

Recommended: Intel® Core i5® 4th gen processor (or higher)
2. Video

a. Graphics card:

Minimum: Integrated Intel® graphics

Recommended: GeForce® GTX 480 video card
3. System RAM:


Minimum: 4 GB 

Recommended: 8GB

4. Storage:


Minimum: 500 GB HDD

Recommended: 256GB SSD

5. Network Interface:

1Gbps (RJ-45)

C. Mobile Client:
1. Acceptable Operating Systems

a. Google Android

b. Apple IOS

c. Appropriate App Store availability 

END OF SECTION
PART 3    EXECUTION

3.01 INSTALLERS
A. Contractor personnel shall comply with all applicable state and local licensing requirements.
B. Contractor personnel shall be factory trained and certified to install, service and maintain the system.
3.02 PREPARATION

A. Camera and encoder compatibility shall be verified prior to deployment.

B. The network design and configuration shall be verified for compatibility and performance with the IPVMS.
C. Network configuration shall be tested and qualified by the Contractor prior to camera installation.

3.03 INSTALLATION

A. Contractor shall follow all Manufacturer published installation procedures and guidelines.
B. Products shall be installed in areas consistent with Manufacturer recommendations.
END OF SECTION
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