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Digital Watchdog® is a leading manufacturer of security and surveillance solutions, offering stunning image quality, advanced hardware capabilities, reliable customer support and lowest total cost of deployment to the analog & IP megapixel surveillance markets. Located in Cerritos, CA with manufacturing facilities in Seoul, Korea, Digital Watchdog® is committed to delivering powerful security solutions to its customers worldwide.
For additional information, contact: 

Digital Watchdog®

16220 Bloomfield Avenue, 

Cerritos, California 90703 USA


Phone: +1 888 446-3593


Web: www.digital-watchdog.com


E-mail: dw-tech@digital-watchdog.com
Blackjack® E-Rack™ Server

DIVISION 28 – ELECTRONIC SAFETY AND SECURITY (MasterFormat 2016)

28 05 00 
Common Work Results
28 05 19 
Storage Appliances for Electronic Safety and Security

28 05 19.15
Network Video Recorders

Notes to Specifier:

1.  Where several alternative parameters or specifications exist, or where, the specifier has the option of inserting text, such choices are presented in <bold text>.
2.  Explanatory notes and comments are presented in colored text.

3. CSI MasterFormat 2016 incorporates numerous significant changes affecting electronic safety and security. This document is written to provide flexibility in using either format, although adoption of MasterFormat 2016 is encouraged. The following is a guide to the MasterFormat numbers relevant to the product referenced in this specification.

4. MasterFormat 2014 Specification Category: 28 23 00- Video Surveillance

Blackjack® E-Rack™ Server
PART 1   GENERAL

1.01 SUMMARY

A.  Section includes a rack-mounted network video recorder with embedded IP VMS. 
B. Product - A 19” rack mount network video recording system with embedded video management software, providing available storage up to 144 TB at a data transfer rate of up to 600 Mbps, with 30 fps frame rates.
C. Related Requirements

1. 27 11 16 – Communications Cabinets, Racks, Frames, and Enclosures

2. 27 15 01.13 – Video Surveillance Communications Conductors and Cables

3. 28 05 03 - Safety and Security Network Communications Equipment 

4. 28 05 15 - Servers for Electronic Safety and Security

5. 28 05 17 - Workstations for Electronic Safety and Security

6. 28 06 20 - Schedules for Video Surveillance

7. 28 20 00 - Video Surveillance 

1.02 REFERENCES
A. Abbreviations
1. CPU – Central Processing Unit

2. fps - frames per second
3. HTTP - Hypertext Transfer Protocol
4. IP - Internet Protocol
5. JPEG - Joint Photographic Experts Group
6. MAC – Media Access Control
7. MJPEG - Motion JPEG
8. MPEG - Moving Pictures Experts Group
9. NVR – Network Video Recorder
10. PTZ – Pan, Tilt, and Zoom
11. RADASS – Resolution and Algorithmic Data Adaptive Scaling System

12. RTP - Real-Time Transport Protocol
13. RTSP - Real-Time Streaming Protocol
14. SSD – Solid State Drive
15. TB - Terabyte
16. UI –User Interface
17. VMS - Video Management System
B. Definitions
1. E-mapping – Images that can be used as a background in client software to show server and camera placement at a site.

2. Media Server – A server/controller for cameras and network connections including client connections and camera stream encoding to hard disks. A NVR may function as a Media Server.
3. Motion sensitivity – Degree of pixelization change in a selected area of the video scene required to trigger a recording or alarm.
C. Reference Standards
1. Network

a. IEEE - 802.3 Ethernet Standards

2. Video

a. ISO / IEC 14496 – MPEG-4

1) ISO / IEC 14496–10, MPEG-4 Part 10 ( ITU H.264)

b. ISO / IEC 10918 – JPEG 
c. ONVIF – Profile S
1.03 SUBMITTALS
A. Product Data
1. Manufacturer’s printed or electronic data sheets
2. Manufacturer’s installation and operation manuals
3. Warranty documentation

1.04 QUALIFICATIONS
A. Manufacturer shall have a minimum of five years’ experience in producing IP video equipment and software.
B. Installers shall be trained and authorized by the Manufacturer to install, integrate, test, and commission the video system.
1.05 LICENSE AND SUPPORT
A. Licenses issued by the Manufacturer for camera recording shall not expire for the life of the camera. 
B. The product shall include eight (8) user licenses.

1.06 WARRANTY
A. The product shall carry a five (5) year limited warranty.
END OF SECTION

PART 2  PRODUCTS

2.01 EQUIPMENT
A. Manufacturer: 
Digital Watchdog, Inc.




16220 Bloomfield Avenue. Cerritos,

California USA 90703 USA




Phone: (866) 446-3595




Web: www.digital-watchdog.com




E-mail: dw-tech@digital-watchdog.com
B. Model:

DW-BJER2UxxT, DW-BJER3UxxT, DW-BJER4UxxT
Digital Watchdog model differences:


DW-BJER2U40T - 40TB internal storage, 30TB usable storage, RAID5

DW-BJER2U60T - 60TB internal storage, 50TB usable storage, RAID5

DW-BJER2U80T - 80TB internal storage, 70TB usable storage, RAID5

DW-BJER2U120T - 120TB internal storage, 110TB usable storage, RAID5

DW-BJER3U40T - 40TB internal storage, 30TB usable storage, RAID5

DW-BJER3U60T - 60TB internal storage, 50TB usable storage, RAID5

DW-BJER3U80T - 80TB internal storage, 70TB usable storage, RAID5

DW-BJER3U120T - 120TB internal storage, 110TB usable storage, RAID5

DW-BJER3U160T - 160TB internal storage, 150TB usable storage, RAID5

DW-BJER4U40T - 40TB internal storage, 30TB usable storage, RAID5

DW-BJER4U80T - 80TB internal storage, 70TB usable storage, RAID5

DW-BJER4U120T - 120TB internal storage, 110TB usable storage, RAID5

DW-BJER4U160T - 160TB internal storage, 150TB usable storage, RAID5

DW-BJER4U200T - 200TB internal storage, 190TB usable storage, RAID5

DW-BJER4U240T - 240TB internal storage, 230TB usable storage, RAID5

DW-BJER4U280T - 280TB internal storage, 270TB usable storage, RAID5

DW-BJER4U320T - 320TB internal storage, 310TB usable storage, RAID5

* For Linux OS models, add -LX at the end of the part number.

C. Alternates: 

None

2.02 NETWORK VIDEO RECORDER

A. The Network Video Recorder (“NVR”) shall be a 19” rack-mount video recording system and IP Video Management System Media Server.
Digital Watchdog model differences:


DW-BJER2UxT – 2U chassis

DW-BJER3UxT – 3U chassis

DW-BJER4UxT – 4U chassis

B. Performance

1. The NVR shall be able to record dual video streams at an aggregate data rate of 600 Mbps.
2. Resolution:

HD 1080p

3. Number of remote clients:
unlimited

C. Network Connections: 
Dual Gigabit Ethernet (RJ-45)
D. Operating System: 

Windows 10 OS
Linux Ubuntu OS
1. Dedicated Storage:
2x 150GB SSD (RAID1 mirrored)
E. Hardware

1. Storage:

Digital Watchdog model differences:


DW-BJER2UxT – 40TB to 120TB
DW-BJER3UxT – 40TB to 160TB
DW-BJER4UxT – 40TB to 320TB

a. Number of Drives:

Digital Watchdog model differences:


DW-BJER2UxT – 12 bays
DW-BJER3UxT – 16 bays

DW-BJER4UxT – 24 and 36 bays
b. RAID Level:


Digital Watchdog model differences:


DW-BJER2UxT – RAID5
DW-BJER3UxT – RAID5 or RAID6
DW-BJER4UxT – RAID5 or RAID6
2. Processor:  

Intel i7 Quad Core, 3rd Generation
3. System RAM:

16 GB (8 x 2 Dual Channel)
4. Power Supply:


Digital Watchdog model differences:


DW-BJER2UxT – Dual 920W
DW-BJER3UxT – Dual 920W
DW-BJER4UxT 24 bay – Dual 920W

DW-BJER4UxT 36 bay – Dual 1280W
5. Video:

a. Graphics card
AMD FirePro
b. Interfaces:

HD Mini Display Ports (4)

6. Additional Interfaces

a. USB

7. Operating Temperature: 50o – 95o F
8. Dimensions (L x W x H):
Digital Watchdog model differences:


DW-BJER2UxT – 25.5” x 17.2” x 3.5” (2 RU)
DW-BJER3UxT – 25.5” x 17.2” x 5.2” (3 RU)

DW-BJER4UxT – 25.5” x 17.2” x 7.0” (4 RU)
2.03 DW SPECTRUM IPVMS SERVER APPLICATION

A. DW Spectrum IPVMS Server Supported Operating Systems:

	Operating System
	Versions

	Microsoft Windows
	· Windows 8

· Windows 8.1

· Windows 10

· Windows 11

· Windows Server 2008 R2

· Windows Server 2012

· Windows Server 2012 R2

· Windows Server 2016

· Windows Server 2019

· Windows Server 2022

	Ubuntu Linux
	· Ubuntu 16.04 LTS

· Ubuntu 18.04 LTS

· Ubuntu 20.04 LTS


B. DW Spectrum IPVMS Server Application Minimum Compatible / Supported Computing Hardware.

1. The DW Spectrum IPVMS will be capable of running on any computing hardware able to run a compatible operating system and that has, at a minimum:

a. 1GB of RAM 

b. 100 Mbps NIC

c. Intel® Dual-Core Atom Processor or equivalent compatible CPU

2. The DW Spectrum IPVMS Server application will be written in such a way that it will be capable of running 128 dual-streaming IP cameras (256 total streams) on a single core of an Intel® Core i3 CPU.

C. DW Spectrum IPVMS Server Application Initial Installation and Setup.

1. The DW Spectrum IPVMS Server application should be a publicly available, free download.

2. The DW Spectrum IPVMS Server application should install without the need for any prerequisite software (proprietary databases or 3rd party software) other than a supported operating system.

3. The DW Spectrum IPVMS Server installer package (and any dependencies, if needed) should not exceed 150 MB (megabytes).

4. The DW Spectrum IPVMS installation process should require no user input once initiated.

5. After installation is complete the DW Spectrum IPVMS Server setup process will allow system administrators to create a new system or to merge the newly installed server(s) to an 
existing system.

D. DW Spectrum IPVMS Server Application Features

1. The DW Spectrum IPVMS Server Application shall automatically discover, stream, and record any ONVIF Profile S IP camera or encoder located on the same subnet as the server application and will also discover and stream video and audio from connected USB Webcams, compatible I/O devices, and compatible Audio devices.

2. The DW Spectrum IPVMS Server Application shall allow administrators to manually discover, stream, and record RTSP, HTTP, or UDP (multicast, unicast) streams.

3. The DW Spectrum IPVMS Server application shall support up to 1000 concurrent 
TCP connections.

4. The DW Spectrum IPVMS Server application shall record and stream video of any resolution and frame rate, limited only by hardware.

5. The DW Spectrum IPVMS Server application shall support automatic camera fail-over without any additional licenses.

6. The DW Spectrum IPVMS Server application will support an unlimited number of users and custom user roles.

7. The DW Spectrum IPVMS Server application shall support any type of storage medium - HDD's, SSD's, SD cards, DAS, NAS, or other network-attached storage devices or locations.

8. The DW Spectrum IPVMS Server application shall support LDAP / Active Directory / Open LDAP integration for user login credential management.

9. The DW Spectrum IPVMS Server application shall record and stream H.264, H.265, and MJPEG streams.

10. The DW Spectrum IPVMS Server application shall record and stream AAC, PCM (Mu-Law, 
A-law), g726, and MP3 audio.

11. The DW Spectrum IPVMS Server application shall support transcoding streams on-demand for delivery to 3rd party systems or devices in H.265, H.264, MJPEG or WebM codecs.

12. The DW Spectrum IPVMS Server application shall be able to provide pass-through high or low-res HLS streams from connected devices.

13. The DW Spectrum IPVMS Server application shall store archive indices in the same location as recorded video files.

14. The DW Spectrum IPVMS Server application shall allow system administrators to recover archives from any storage medium using a re-index archive feature.

15. The DW Spectrum IPVMS Server application will contain a Boolean events engine allowing operators to program and trigger system actions based on system, connected device, or HTTP events sent from 3rd party system or device.

16. The DW Spectrum IPVMS Server application shall be able to send HTTP PUT or GET requests to 3rd party systems or devices.

17. The DW Spectrum IPVMS Server application shall support IPv4 or IPv6 addressing

18. The DW Spectrum IPVMS Server application shall allow operators to set custom network routing configurations for system servers to optimize network routing and usage.

19. The DW Spectrum IPVMS Server application shall allow operators to monitor the CPU, RAM, NIC, and HDD usage in real-time.

20. The DW Spectrum IPVMS Server application shall track all operator actions to allow audits.

21. The DW Spectrum IPVMS Server application shall generate automatic crash files every time there is an unexpected crash of the Server application.

22. The DW Spectrum IPVMS Server application shall allow operators to change the size of reserved disk space for storage drives.

23. The DW Spectrum IPVMS Server application shall automatically disable any system drive (drive containing the operating system) in computing hardware with more than one drive to ensure the operating system drive does not become full.

24. The DW Spectrum IPVMS Server application shall support configuration and events from binary I/O contacts on supported devices - including IP cameras and I/O devices.

25. The DW Spectrum IPVMS Server application shall support sending email notifications via SMTP using TLS, SSL or unsecured connections.

26. The DW Spectrum IPVMS Server application shall support scheduled backup of recording archives to local, networked, or cloud storage locations.

27. The DW Spectrum IPVMS Server application shall allow on-demand backup of recording archives to local, networked, or cloud storage locations.

28. The DW Spectrum IPVMS Server application shall allow concurrent-recording of all connected cameras / streams to two (2) servers in real-time.

29. The DW Spectrum IPVMS Server application will allow server-side, CPU-based motion analysis for all connected IP cameras with no perceptible increase (<3%) in CPU usage.

30. The DW Spectrum IPVMS Server application will require no dedicated GPU in order to perform at maximum capacity.

31. The DW Spectrum IPVMS Server application will have a web administration interface that allows users to view live or recorded video from a single camera at a time in high or low resolutions.

32. The DW Spectrum IPVMS Server application will have a web administration interface that allows system administrators to view real-time server health monitoring statistics (CPU, NIC and 
HDD usage).

33. The DW Spectrum IPVMS Server application will have a web administration interface that allows operators to disconnect the DW SPECTRUM IPVMS Server from the DW SPECTRUM IPVMS cloud application.

34. The DW Spectrum IPVMS Server application will have a web administration interface that allows users to view all available servers in the system.

35. The DW Spectrum IPVMS Server application will have a web administration interface that allows operators to switch between server interfaces.

36. The DW Spectrum IPVMS Server application will have a hidden advanced page that gives system administrators the ability to modify advanced system settings.

37. The DW Spectrum IPVMS Server application will support any RAID configuration of 
storage medium.

38. The DW Spectrum IPVMS Server will support simple discovery and addition (authenticated or unauthenticated) of SAMBA NAS devices.

39. The DW Spectrum IPVMS Server application will allow administrators to configure custom network routing rules for the system to optimize for limited network environments.

40. The DW Spectrum IPVMS Server application will be able to send and receive custom HTTP or HTTPS events for use in syntactic integrations with 3rd party hardware and software.

END OF SECTION

PART 3    EXECUTION

3.01 INSTALLERS
A. Contractor personnel shall comply with all applicable state and local licensing requirements.
B. Contractor personnel shall be factory trained and certified to install, service and maintain the system.
3.02 PREPARATION

A. Camera and encoder compatibility shall be verified prior to deployment.

B. The network design and configuration shall be verified for compatibility and performance with the IPVMS.
C. Network configuration shall be tested and qualified by the Contractor prior to camera installation.

3.03 INSTALLATION

A. Contractor shall follow all Manufacturer published installation procedures and guidelines.

B. Products shall be installed in areas consistent with Manufacturer recommendations.
END OF SECTION
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